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STOP THE DATA BREACHES; Merchants Need Accountability
In an effort to urge
legislation by Congress,
Association President
& CEO Patrick Conway
penned the following
op-ed to Pennsylvania’s
media. The Association
is encouraging its
members to contact their
members of Congress with the message
to “Stop the Merchant Data Breaches.”
Following the op-ed, are details on how
your credit union can get the message
out. The Association encourages credit
union leaders to write op-eds and detail
to your Congressman the effects - both
hard and soft dollar costs - that breaches
have on your bottom line and members.
If you shopped at Target, Home Depot,
and Neiman Marcus, or if you had
dinner or dessert at Jimmy John’s,
P.F. Changs or Dairy Queen, you were
also likely a victim of a data breach in
2014. The Identity Theft Resource Center
estimates over 500 data security breaches
have occurred this year, exposing more
than 75 million data records.
While these merchants faced a public
relations crisis, credit unions and other
card issuers experienced a financial crisis.
Credit unions not only must cover the
fraudulent charges, but also shoulder
the costs of blocking transactions,

reissuing cards, increasing staff to
handle inquiries, and monitoring
consumer accounts. Credit unions had
to replace millions of cards at a cost of
upwards of $2.50 each, along with the
millions of dollars in fraudulent charges.
The Target breach alone required the
reissue of more than 4.5 million credit
and debit cards and carried a price tag of
$30.6 million.
Merchants need to be held accountable
for their data breaches.
Under current law, merchants are
not subject to the same federal data
protection standards as credit unions.
Therefore, it’s easier for hackers to gain
access to credit card numbers, debit
PIN numbers, or other sensitive data
through a merchant. Once hackers gain
data, they sell the information to
fraudsters who use it fraudulently to
buy desired items, perhaps even from
the breached merchant.
Merchants incur data breaches because
of lax security and must be held accountable to the same standards as credit
unions and other financial institutions.
Credit unions are held to strict data
standards under the Gramm-Leach-Bliley
Act that protects consumer data and
guards consumers from identity theft
and financial fraud, while merchants are
not.
continued on next page

CUNA Mutual Group Proudly Serves the
Credit Union Movement

C

UNA Mutual Group was created by credit unions
and is mutually owned by policyholders. The
member companies of CUNA Mutual Group has
supported the growth of the credit union movement
since 1935. CUNA Mutual Group takes a long-term
view of the industry which gives us the ability to
direct our efforts and dollars towards products and
services that will serve our customers now and into
the future. Not only does the CUNA Mutual Group
serve its customer’s needs through services like bond
coverage and lending solutions, but they also support
the credit union movement through:
• Annually spends more than $2 million dollars
addressing state and national legislation through
advocacy efforts and initiatives such as “Don’t Tax
My Credit Union,” the Unrelated Business Income
Tax (UBIT), Patent Reform Mortgage Regulations,
and now “Stop the Data Breaches.”
• Operates the CUNA Mutual Group political action
committee (PAC), where employees have invested
$233K of their own funds and have taken time to
reach out to legislators who make the laws that
impact our industry.
• Provides over 100,000 staff hours helping credit
unions better understand legislation and how to
handle compliance issues.
• When ATM lawsuits and plastic card losses hit,
CUNA Mutual Group worked closely with CUNA
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Credit unions are asked to participate in
three ways:

BREACHES Continued ...
When merchants are not responsible for data
breach costs, what incentive do they have to increase
their data security? The answer is simple, none. Credit
unions currently must notify members regarding a
merchant data breach, but depending on the state, a
credit union may be limited in disclosing the identity
of the merchant responsible.
When a data breach occurs, merchants pay none
of the costs to send individuals their new cards or
the fraudulent charges an individual may have on
their cards or accounts. In fact, the merchants are not
required to pay any costs incurred from their own
data breaches. Who does pay all the costs from these
breaches? Your financial institution —and ultimately,
consumers like you.
Consumers must let Congress know it is time to
take action and hold merchants accountable for data
breaches.
Stop the Data Breaches!
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on legislation and crunched data to provide insight
back to credit unions; and also modeled corporate
losses… all at no cost.
Holds an annual
online Discovery
Conference to provide
direct access to marketplace leaders and
the opportunity to
learn about hot topics.
As a founding member of the Filene Research
Institute, CUNA Mutual Group understands the
importance of research to direct and defend credit
unions and also support The Cooperative Trust.
Authors the Credit Union Trends Report to help
project future challenges and growth opportunities.
CUNA Mutual Group provides financial support to
state associations/leagues and various
industry associations to support the marketplace
at the state, national, and global levels.
The only Diamond level sponsor of the World
Council of Credit Unions (WOCCU), where funding
supports the International Partnership Program
and the Global Women’s Leadership Network.
Proud premier club sponsor of the National Credit
Union Foundation (NCUF) at many levels in support of the Credit Union Development Education
(CUDE) program, the Retirement Fair, Reality
Fair, Biz Kid$, and the Americas Credit Union
Congressional Golf Tournament.

1. Contact your Member of Congress by visiting
StoptheDataBreaches.com and clicking on the
“Take Action” link.
2. Activate and mobilize your volunteers and
members. Tools and resources are available at
CUNA’s Data Breach Toolkit.
3. Assist Association advocacy efforts by
sharing costs and other concerns your credit
union may have experienced from data breaches.
Information will be anonymously compiled to
share with Pennsylvania’s Congressional delegation. Numbers are very important for this effort.
Please forward a copy of your correspondence to:
christina.mihalik@pcua.org.
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Visa Gift Cards: A Service Your Members
Will Appreciate

Products & Services
Keeping Member Loyalty During a
Data Breach

O

ffering Visa branded gift cards is a great way
to draw members into your lobby, creating
additional opportunity to promote other services!
With members looking for easy-to-purchase gifts
and preparing for holiday travel, be sure you have
your holiday card collection on hand. Members will
appreciate the convenience and affordability the cards
offer—and one less trip to the mall!
• No implementation or annual fees (non-branded
cards);
• No liability for fraudulent activity (Visa’s Zero
Liability applies);
• All back-office operations are handled by LSC;
and
• Convenient – accepted worldwide at Visa merchants.
Lending Incentives and More
Gift cards are also
a simple, effective
incentive to be used
in conjunction with
loan promotions,
annual meeting
giveaways, holiday
bonuses, and staff
recognition.
Find out more about LSC’s reloadable and prepaid
card programs. Contact Chantel Hassinger at
800-932-0661, ext. 5263.

W

hile breaches occur frequently within multiple industries, the buzz from recent events is
getting attention at the highest levels. From member
inquiries, to press, to congressional hearings, the
focus of the conversation has tended to fall into a few
key themes ranging from the logical aspects of the
network to the physical security layers of card
personalization.
All of the recent breaches seem to have followed
the same pattern as previous breaches—hackers are
using specialized malware that targets weak points in
the payment process—like point-of-sale terminals—
where payment card data is unencrypted and can be
captured. This type of sophisticated malware can sit
undetected for long periods of time capturing cardholder information leading to significant fraudulent
activity.
So, the big question is what can be done? How do
credit unions and merchants continue to service
members, while balancing security and convenience?
The Need for Card Re-issuance
No matter how the breach happened, one thing is
for sure—credit unions will have to reissue cards. In
the days following significant breaches, consumers
who think they may have been affected are typically
calling in to their credit unions to request emergency
card replacements (ECRs) creating a tremendous back
log of re-issues.
One way to off-set the central issuance back log
and give consumers more flexibility is to complement
central issuance operations with instant issuance of
permanent credit or debit cards in branch locations.
With instant issuance from Datacard Group,
members can receive a fully personalized permanent
replacement card within minutes and immediately use
it to make purchases. With a mixed model of central
and instant issuance, members have the ability to
choose what works best for them—they can get their
card right away at a branch or wait 5-7 days for their
new card to arrive in the mail. Not only does this
provide a better member experience, it can also help
save money because instant issuance eliminates costs
associated with small batch production, postage and
rush, or overnight delivery fees.
For more information and to get started with
instant issuance, contact your Association Account
Executive.

Awards and Scholarships Deadline

W

ant to attend the GAC? The Paul E. Kanjorski
Young Professionals Advocacy Scholarship
is awarded to a professional or volunteer of any
Association-affiliated credit union between the ages
of 18-35. The scholarship is to attend the CUNA
Governmental Affairs Conference in Washington, D.C.,
March 8-11, 2015. The deadline for applications is
November 14, 2014.
In addition, the Association recognizes an outstanding professional and volunteer credit union leader
with Lifetime Achievement Awards. Awards are also
given to credit unions for outstanding community,
member service, and communication efforts. Lastly,
scholarships for credit union staff or volunteers to
attend Association-sponsored trainings are offered.
To learn about the awards and get entry forms and
applications, visit the Association’s website. Deadline is
December 31, 2014.
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Credit Unions in the News

Events
Calendar

October

Riverfront FCU stepped up the Ice Bucket
Challenge by allowing employees to donate to
ice the senior manager of their choice and the
credit union matched the donations. Proceeds
went to Reading’s I-LEAD Charter School Senior
Class Fund. Pictured are: Sandra Czulada,
CMO; Angel Figueroa, VP, I-LEAD; Dr. Tamara
Smith, Chief Education Officer, I-LEAD; I-LEAD
students; and Tim McLeod, President/CEO.

Belco Community Credit Union employees
volunteered during the United Way of the
Capital Region’s 22nd Annual Day of Caring.
Nine employees volunteered at Jump Street, a
regional community organiation that develops
artists, audiences, and arts organizations, by
sorting thousands of Danskin garments that
were donated.

IBelong Meetings
27- Johnstown
28- Pittsburgh
29 - Erie

November
Compliance Town Meetings:
5 - Meadville
iBelong: 5 - Harrisburg
Compliance Town Meetings:
6 - Youngwood
12 - Allentown
13 - Harrisburg
iBelong Meetings:
13 - Philadelphia
18 - Allentown
19 - Moosic

Lebanon FCU CEO Jeff Trickett
presents a check for $1,100 from
the credit union to the Lebanon
County Christian Ministries
represented by Troy Williams,
Executive Director.

Clearview FCU recently held its
fourth blood drive of 2014 for
the Central Blood Bank at its
Moon Township office. A total
of 22 total units were collected
from 28 registered donors, all
Clearview employees. In 2014,
Clearview staff gave 93 total
units of blood.

PALCO FCU presented
a $100 donation to the
Montgomery Area School
District FBLA organization
to help student members
with costs associated
in competing in events.
Pictured are: Mrs. Marr,
FBLA Advisor, and Tom
Rachael, CEO.

January 2015
18-21
CEO Summit

Erie FCU sponsored the first ever Flagship Niagara
Educational Day Sail for adult clients from the Barber National
Institute. This was an educational sail where the passengers
were encouraged to assist in raising the sails, steering the
ship, learning various rope knotting techniques, and learning
how it would have been to live on the Niagara some 200
years ago.

Keystone Extra is published bi-weekly online by the
Pennsylvania Credit Union Association
4309 North Front Street, Harrisburg, PA 17110-1618
800-932-0661 • www.pcua.org

President & CEO: Patrick Conway
Managing Editor: Diane Powell, Director, Communications
News stories and photographs are welcome. Submit information for publication to diane.powell@pcua.org.
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Visit www.pcua.org
or contact the
Association’s Education
Department for details
on education programs
and webinars.

